
22 | NewScientist | 15 October 2016

TECHNOLOGY

JA
N

E
T

 M
A

Y
E

R
 /

S
P

L
A

S
H

N
E

W
S

Hello creepy
Connected toys are raising hackles over children’s privacy.
What might they mean for play itself, wonders Aviva Rutkin

SMART toys are with us: dolls
that respond to kids’ questions
and movements; an imitation
smartwatch that chats with other
devices over Bluetooth; puzzles
that talk to the puzzler. A smart
toy might even live in a smart
home – like the Barbie Hello
Dreamhouse, a connected house
for the iconic doll.

These toys have the potential
to enhance play, but also the
capacity to spy. Privacy activists
object to them on the grounds
that children cannot grasp the
implications of their data being
gathered. Psychologists suggest
that the toys don’t offer any clear
benefits over their “dumb”
counterparts.

It’s not the first time Hello
Barbie has been in trouble. Perhaps
2015’s most controversial toy, this
doll could hold court on a wide
range of topics – from fashion and
family to paddleboarding. “Did 
you know that butterflies live 

everywhere in the world except
Antarctica?” she might say, before
confessing to “daydreaming
about cupcakes”.

The problem wasn’t her words,
but that kids could talk back.
When a child pressed her belt
buckle, Barbie’s microphone sent
their words to Mattel’s servers for
analysis by speech recognition
algorithms, ostensibly to settle
on a suitable reply.

Soon, details emerged about
how those recordings were stored
and some of the third parties
they were being shared with.
A backlash ensued. The Campaign
for a Commercial-Free Childhood,
a non-profit in Boston, launched
the social media campaign
#HellNoBarbie, urging parents
not to buy the doll. “We were
immediately concerned about
the idea of a doll that was 
recording and capturing 
children’s conversations,” says 
Josh Golin, CCFC’s executive 

director. “It just struck us as such
an invasion of children’s privacy.”

There’s nothing illegal about
how Hello Barbie works, but
you can adhere to every US law
and still violate a kid’s privacy.
Children lack the experience to
grasp that whatever they tell a toy
is accessible to an unseen team of
engineers – or their parents.

Or hackers. Toys, and the
data their makers collect, are 
vulnerable to attack online. Last 
year, the Hong Kong-based toy-
maker VTech leaked photos, 
download histories and chat logs 
of its 6.4 million young users. 
Baby monitors have been hacked, 
too, allowing strangers to peer in 
at children in their beds and even 
talk to them.

To be sure, not everyone shares 
the privacy concerns. “[Hello 
Barbie] is just as risky as Siri and 
I’ve told Siri some pretty odd 
things,” wrote one unrepentant 
five-star reviewer. In a home full 
of connected devices, where do 
you draw the line? Why is it 
different for a child to talk to Siri, 
or Alexa, or any of the other crop 
of new digital assistants? 

Worse still, for all the invasion 
of privacy that these chatting 
skills entail, Hello Barbie may not 
even be a very good toy: Golin 
says the best toys are “90 per cent 
kid, 10 per cent toy,” with play 
fuelled largely by the child’s 
imagination.

That’s in line with what 
research has been telling us for 
decades about the evolutionary 
and cognitive purposes of play. 
Pretend play, in particular, is how 
kids learn complicated skills like 
considering various solutions to 
problems, the use of symbols, 
even self-regulation.

While toys can be part of that, 
products like Hello Barbie coax 
kids into providing rote answers 
to preprogrammed questions, 
rather than imagining anything. 
“Play ends up being completely 
driven by the script in the 
algorithm,” Golin says.

But maybe smart toys offer  
a different kind of educational 
opportunity: they could start 
teaching kids the digital literacy 
skills they will need later in life.

Perhaps we need a different 
kind of smart toy – like one of the 
many robots that can teach even 
the youngest kids to code. They
might even let children engage
in the hacking equivalent of that 
time-honoured ritual of Barbie 
owners around the world: ripping 
her head off.  ■–The smarter dolls’ house–

“You can adhere to laws and 
still violate privacy – kids 
don’t grasp that engineers 
can access what they say”


